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Project Report

DEVELOPING AND EVALUATING COURTHOUSE SECURITY AND DISASTER PREPAREDNESS:  

A COLLABORATIVE PROCESS BETWEEN STATE AND FEDERAL COURTS

Introduction
This report provides information about a demonstration and education and technical assistance project conducted by The Justice Management Institute (JMI) that was aimed at helping courts develop effective courthouse security and business continuity plans.  The principal component of the project was a prototype workshop conducted in Washington, DC, February 17 through 19, 2004 for teams from five jurisdictions, including Maricopa County (Phoenix), Arizona, Ventura County (Ventura), California, Hillsborough County (Tampa), Florida, Prince George’s County (Upper Marlboro), Maryland, and Hennepin County (Minneapolis), Minnesota.  This report is intended to provide interested court and justice system leaders and judicial branch educators and managers with information about the planning, presentation, and impact of the workshop, which can be used as a foundation for future replication.

The report is organized in six main sections, plus a set of appendices.  Section I provides basic background information on the project, including the necessity and impetus for the project.  Section II provides an overview of the pre-workshop planning process, including the basic design of the workshop.  Section III describes the workshop itself, with particular attention to the topics covered in the plenary sessions and to the team and other small group sessions that constituted the core of the workshop.  Section IV discusses evaluation and follow-up activities, notably questionnaire results describing the progress of the jurisdictional teams in implementing action plans developed at the workshop.  Section V discusses future directions for education and training focused on development of courthouse security and disaster preparedness, building on what has been learned through this project.
One of the primary objectives of the project was to develop curriculum materials that could be used in presenting similar programs for jurisdictional or state teams.  The appendices contain materials based upon the prototype workshop:  the agenda from the Washington, DC workshop in February 2004 (Appendix 1); the evaluation summary for the Washington, DC Workshop (Appendix 2); a curriculum for a 3 day workshop including guidelines for faculty-facilitators to use in conducting team and peer group sessions at the workshop; team exercises; resource materials, and evaluation instruments (Appendix 5); and a curriculum for a one day version of the workshop (Appendix 6). 
Section I:  Background

As recently as March 11, 2005, a disaster that struck the Fulton County Superior Courthouse in Atlanta, Georgia received national attention.  Brian Nichols, on retrial for rape, overpowered a sheriff’s deputy and stole her gun, using the weapon to kill four people including the Superior Court judge and court reporter.
  As a hub of public activity, this incident shook the Fulton County Superior Courthouse and unfortunately is a real possibility in many courthouses across the country.  
In today’s world, terrorism must be considered a potential threat to our society, institutions, and citizens.  However, the most common type of risk in courthouses will probably be interpersonal, in that an attack is committed by one person against another, or caused by a natural disaster, such as a fire, flood, hurricane, or tornado.  Despite the type of event, developing and evaluating courthouse security and disaster preparedness is an imperative activity for a court to undertake because emergency management is critical to court performance.  Judges, judicial employees, and the public should feel safe when they are conducting their judicial business in our nation’s courts.  For many years, court leaders have been concerned with the safety of both court employees and customers, but many have taken minimal action to assess their courthouses’ vulnerability to a natural or man-made disaster and have not fully instituted protection plans.  “Denial of the potential for a critical incident must be eliminated, for it is not if but when disaster will strike.”
  Disaster planning must begin before calamity strikes, not after it is experienced because often it is too late.  
There is a growing recognition that courts are unique institutions of government, which have vulnerabilities in developing plans for security and disaster preparedness because courts depend on for their performance upon many governmental entities over which they do not exercise control.  For example, courts often receive security services from executive branch agencies and separate elected officials often maintain their basic records.  
A focus on emergency management increased exponentially following the terrorist attacks on the World Trade Center in New York City, NY and The Pentagon in Washington, DC on September 11, 2001.  This renewed interest in making our courthouses safer environments in which to work and conduct our judicial and community business is evident in the number of meetings since September 11th that have been devoted to this topic.  In September 2002, the New York State Court System and The National Center for State Courts co-hosted a summit focused on how courts are responding to the events of September 11th and planning to prepare for future emergency situations.  A review of The Judicial Education Reference, Information and Technical Transfer Project’s (JERITT)
 database discloses that the topics of disaster preparedness and recovery have been included in a large number of professional group meetings with states.  
The need for the project is also demonstrated by the exchange of information at two meetings of the Urban Court Managers’ Network (UCMN),
 which first sparked JMI’s interest in this topic.  Occurring shortly after the September 11th atrocity, the first of these meetings was not about disaster recovery, but obviously the topic was extensively discussed.  The Network discovered that several of those in attendance had experienced a disaster of some type within the recent past.  Although most of these incidents were not related to terrorism, the Network concluded that the planning and response was similar.  Resulting from this discussion and the expressed interest, JMI constructed a curriculum and subsequently presented two workshops
 to address the issues of disaster prevention and recovery planning regardless of the nature of the event that precipitated the disaster.  Based in part on the National Association of Court Management’s mini-guide, entitled Disaster Recovery Planning For Courts: A Guide to Business Continuity Planning, the workshops compared the contents of the mini-guide with the experience of six urban court managers who had first-hand experience in dealing with catastrophic situations.  That curriculum, unlike the other conferences described above, was built around providing tools that would allow the attendees to plan improvements, not merely discuss issues and hear information about problems.  

At a subsequent meeting of the UCMN, representatives of the US Marshals Service and the Federal Protective Services Agency gave presentations concerning steps that should be taken to deal with security issues in courthouses.  During the presentation the US Marshal indicated that local US Marshals Service deputies would be willing to provide assistance to state trial courts in developing security plans and encouraged UCMN members to contact their US Marshals Service District Office.  There was substantial interest among the attendees in the issues and solutions presented during these sessions.  
In addition to the substantial interest across the country on this topic, history demonstrates the need to plan for disasters.  An article entitled Critical Incident Protocol: A Public and Private Partnership
 lays out the results of a survey conducted on emergency planning and recovery, which reveals the importance of proper planning:

· Most businesses do not have an emergency or recovery plan even though they know it is important.

· Forty seven percent of businesses that experience a fire or major theft go out of business within two years.

· Forty four percent of companies that lose records in a disaster never resume business.

· Ninety three percent of companies that experience a significant data loss are out of business within five years.

· The majority of businesses spend less than three percent of their total budget on business recovery planning.

While the survey focused on private businesses, it highlights the necessity of preparedness and continuity planning in the public sector.  Courts must ensure that the quality of justice does not become strained.  This project addressed an aspect of state judicial systems that was, and continues to be, in special need of serious attention- security and disaster preparedness.  
Section II: Pre-Workshop Planning

The first task was to confirm the participation of the faculty and teams from five sites.  In late January 2003, JMI contacted 10 jurisdictions to participate in the workshop, five of which pledged their participation.  These courts volunteered based on their experience with this topic during a meeting of the Urban Court Managers’ Network (UCMN) held in Washington, DC in November 2002 (referenced above).  
JMI assembled a steering committee composed of JMI staff, workshop faculty, representatives from the Conference of Chief Justices (CCJ), the Conference of State Court Administrators (COCSA), the National Association for Court Management (NACM), a representative of the National Association of State Judicial Educators (NASJE), and a representative of each participating team.
  JMI staff and the faculty consultants structured the initial draft of the curriculum to include the expertise and experience of the US Marshals Service in order to strengthen the relationship between federal and state courts within the localities and to strengthen the expertise of the team’s knowledge about court security and disaster preparedness.  At a telephone conference call held on December 8, 2003 the steering committee approved the curriculum, including its topics, materials, length, and format.  The final version of the curriculum included specific learning objectives for each session of the workshop.   

The basic plan for the workshop was to use plenary sessions to provide an overview of basic concepts and information that was considered relevant to all workshop participants and facilitated team sessions where participants could apply the concepts and ideas under the direction of a facilitator.  JMI recognized that the participating teams were likely to be in different stages of their own plan development, from conceptualizing a new plan to reviewing and updating an existing plan.  It was not possible to structure a program that met every single participant’s needs in every session, but the overall design sought to enable each team to make progress in developing practical security and disaster prevention and recovery plans.  


The workshop design specified that each participating team would have a facilitator.  In JMI’s experience, good facilitation of team sessions can be valuable in focusing team members on key (and sometimes difficult) issues, in teambuilding among members who might not have worked closely together in the past, in helping to forge consensus on meaningful goals, and in developing a viable action plan.  


In the months between December and February JMI staff implemented detailed plans for the workshop, following the general guidelines established by the steering committee.  Activities during this period included the following:

· JMI decided to hold the workshop in Washington, DC in February 2004 based upon the location of the five participating teams and schedules of faculty members.

· JMI signed a hotel contract and managed the meeting’s arrangements.

· JMI collected background material and organized resources materials for the workshop.
· JMI produced the participant notebooks for the workshop.

Section III:  Workshop Sessions

This project was built upon the two previous JMI workshops and incorporated the knowledge and experience of the US Marshals Service and other federal agencies in the preparation and presentation of an action-oriented curriculum, which was designed to facilitate the collaborative development of effective local courthouse security plans.  Overall, the goal was to demonstrate the utility of maximum cooperation and coordination between state courts and the US Marshals Service in crafting security policies, programs and responses to threats of terrorism and disasters throughout the justice systems in local communities.  The project’s objectives were primarily fourfold: 
(1) to demonstrate and evaluate the efficacy of a collaborative planning process involving state trial courts, other state and local justice system and government agencies, and the federal law enforcement agency charged with protection of the federal courts, the US Marshals Service; 
(2) to develop and test an action-oriented curriculum designed to bring together expertise in the creation of security, disaster prevention and recovery plans for state trial courts; 
(3) to produce system-wide security and disaster plans for the five participating local justice systems; and 
(4) to provide a setting in which to assess collaborative decision-making and developmental processes as well as to share and evaluate the security policies and disaster recovery plans prepared by the participating jurisdictions.  

The first Congress created the US Marshals Service in the Judiciary Act of 1789, the same legislation that established the federal judicial system.  For more than 200 years, this agency has been responsible for providing protection for the federal judiciary.  Today, the US Marshals Service court security personnel provide state-of-the-art protective techniques, equipment, and threat assessment to all phases of court operations, proceedings, and judicial activities, thus ensuring quick and safe responses in emergency situations as well as unobtrusive surveillance and protection during routine operations.  This agency has experience with the most devastating terrorist attacks in US history as the lead security agency in and around the World Trade Center in New York City after the September 11th terrorist attacks and in gathering evidence related to the attack on The Pentagon in Washington, DC.  

The US Marshals Service is a valuable resource that is available to the state courts but has very rarely been tapped in efforts to plan for terrorist activity or natural disasters.  Consequently, JMI linked deputies from the district offices of the US Marshals Service with state trial court teams participating in the workshop.  The deputy served as a member of the jurisdictional teams.  This linkage facilitated the exchange of critical knowledge and skills regarding cutting edge protective techniques and equipment, security procedures, and emergency responses, thereby improving the state and federal courts’ understanding and capabilities in planning and responding to disaster.  Whether the event is a minor incident or a major catastrophe, the collective efforts and resources of governmental entities at the federal, state, and local levels must work together to achieve effective and efficient disaster recovery.  

The second objective was to design and present an action-oriented curriculum - not just to provide information but also to provide tools and experiences that would stimulate a collaborative planning process that would lead to the development and implementation of security and disaster prevention and recovery plans.  Many obstacles, including denial, apathy, turf issues, and a lack of understanding, can hinder cooperative security and disaster planning and response efforts.  This curriculum provided the opportunity for the necessary partners - federal, state, and local government - to collaborate on the development of a plan aimed at increasing the local justice system’s response and recovery capabilities.  


The mix of institutional positions among participants helped surface a wide range of issues and perspectives related to resources available for plan development and implementation, and also helped craft comprehensive plans.  It was important to have teams made up of the various systems players not only because a wide variety of organizations and individuals must be involved in responding to a disaster, but also to begin building the collaborative atmosphere essential to disaster responsiveness.
  Ideally, it would be beneficial to have all of the key players represented at future workshops.


Topics covered at the plenary sessions included the following:

· Courthouse Security
· Videotaped Panelists’ Descriptions of their Experience with an Emergency Situation

· Information Technology Readiness and Recovery Planning

· The Planning Process

· Dealing with Disaster
· Alternative Planning Processes, and  

· Recovery and Restoration

The sessions on Planning, Dealing with Disaster, and Recovery and Restoration were built around chapters of the NACM Mini-Guide on Disaster Recovery
.  The purpose of the video presentations was to provide a comparison to the information presented from the Miniguide.  
Following the welcome and introductions, the Director for the National Capital Region of the Federal Protective Service, a former US Marshal, started the workshop by discussing one type of emergency situation, a suicide/homicide bombing, that shares common traits with other disasters in order to provide participants with practical concepts for assessing risk, planning, developing and implementing countermeasures involving a wide range of disciplines and jurisdictions.  He pointed out that while it is impractical to plan for every possible crisis, all crises have certain common characteristics and can be prevented or mitigated.  He discussed a framework for emergency management known as “Incident Command System (ICS),” which has almost universally been adopted as the method of rapidly organizing a critical incident.  ICS clearly defines a temporary organizational structure that reduces confusion so that key stakeholders know who is in command, use common terms, and understand their roles.  Effective crisis management requires prior planning, training, and practicing of plans.  He stressed that current disaster preparedness and events require multi-disciplinary, interagency coordination.

Court systems engage in substantial amounts of record keeping, including paper records, image-based records (e.g., microfilm and fiche), and automated data records.  The Executive Director of Harris County, Texas Information Technology Center incorporated his experience in Harris County, the third largest county in the United States, which experienced a major flood in June 2001 resulting from Tropical Storm Allison.  He enumerated threats to key court system records and examined the ways in which such records can be protected, and when necessary, recovered and restored.  As an IT Director, he focused on how to store, protect, and maintain access of case and financial management records.  While records must be accessible during a recovery effort, their safety should be secured.  He suggested that courts arrange for off-site storage of electronic data and develop a system for effectively backing-up data to minimize loss.  Although costly, these measures to preserve data are a worthwhile alternative to recreating lost information.  


On a broader scale, this plenary session addressed issues related to business continuity planning, or the ability of a business to quickly restore operations in the face of a disastrous condition.  The presenter discussed the five components of continuity planning, including disaster recovery, business resumption, business recovery, contingency planning, and crisis management.  Business continuance should be incorporated into systems from the beginning.  He encouraged the participating teams to think about the critical tasks they need to accomplish and develop a priority list as well as conduct a risk assessment as part of the planning approach.  The presenter recommended that plans include a strategy for evacuating employees and others in the courthouse, opening alternative work sites, securing facilities and records, and devising a strategy to communicate with employees and members of the public regarding the court’s status.  Echoing the sentiments of the other presenters, he stressed the need to plan, practice at least two times per year, and hope you never have to execute the plan.

Another plenary session addressed alternative planning processes and described the lessons that have been learned from what courts and others have already done.  Courts possess unique institutional characteristics, such as the adversarial nature of judicial proceedings, the political and symbolic significance of these institutions, overlap with executive branch agencies in providing the various facets of security, multiple funding sources and resource limitations, architectural constraints, organizational complexity, and shared government facilities.  These characteristics of courts can complicate continuity planning and disaster preparedness.  The presenter noted that this type of planning is a leadership issue deserving a serious investment of time and resources.  The courts have the ability to take the leadership role in the local justice system, opening lines of communication and coordinating the various players in the system and community.  Since such coordination can be challenging, long-term institutional commitment is essential.  After obtaining top level support, the process must involve people who will respond and manage the incident.  Courts with a plan are better able to continue to serve the community in a crisis, most likely will experience much faster recovery of information and critical services, and may reduce liability and enhance the public’s image of the court.  

JMI showed a videotape of four urban court administrators
 talking about their experiences with catastrophic events.  These court administrators discussed the lessons learned from their experience and described procedures to mitigate potential threats.  Panelists described the decisions that were and should be made in emergency situations and who was responsible for making those critical decisions.  Since the workshop, the video has been used as an in-house training tool by two court administrators.  

In an open discussion session on the final day of the workshop, the group discussed what individuals can by-pass security and can carry weapons in the courthouse.  Courthouses with security equipment usually use metal detectors or magnetometers along with x-ray machines.  The debate centered around which individuals, if any – judges, court employees, attorneys, law enforcement, members of the general public – should be excluded from having to pass through security screening.


A major element in improving safety is entry screening to keep all weapons out of the courthouse.  Like the incident at the Fulton County Courthouse in Atlanta, Georgia, too often when a weapon is fired in the courthouse by a defendant or another person, he or she took the weapon off a security guard.  The group debated whether the best policy is to prohibit all weapons, even those carried by law enforcement, in the courthouse except security personnel on duty.  To implement this policy, the court would need to make available gun lockers located at entrances where officers can store their weapons.  The group considered how the various systems players would respond to new screening and weapons policies and how to implement a new policy.

The core of the workshop was the team sessions where each of the participating jurisdictions worked through a series of structured exercises aimed at helping them (1) identify problems; (2) identify potential obstacles and resources that are needed for plan development and execution; and (3) prepare an action plan consisting of clear goals, identification of tasks and timelines, and allocation of responsibilities to team members.  Disaster preparedness requires various stakeholders to cooperate to reduce the consequences of natural, technological, and man-made disasters, which is the reason JMI elected to employ a team approach.  These sessions were aimed at helping participating teams synthesize the basic concepts conveyed in the plenary sessions, such as planning command centers for one of the court’s buildings and identifying an Incident Command System and Team (the first exercise).

In addition to multiple shorter exercises, JMI designed two major team exercises:  a hypothetical role play and an action planning process.  JMI designed these sessions to engage all of the team members, raise awareness of other potential resources, and identify challenges.  The team exercise on the hypothetical role play provided teams with the chance to think through the many facets of a disaster situation and apply many of the ideas presented during the plenary sessions (See Appendix 5).  JMI created five scenarios – two weather-related catastrophes, a fire/earthquake disaster, and two terrorist-related events – in which teams would have to answer the following questions:

1. What are the most important functions that the court performs?

2. What, and who, must be available for these functions to remain in operation following a disaster?

3. What are the major impediments to protection of the resources necessary to keep the high priority functions in operation?

4. What organizations and individuals must be part of any plan that is put together?

5. How would you organize the groups that must be part of the plan?

6. What would you do after the plan is developed?

7. What are the most important issues that must be confronted and how will they be dealt with?

8. Who will be responsible for making the required decisions and who will be responsible for implementing the decisions?
9. How will the group obtain needed information?

10. Who takes responsibility when a critical member of the team is not available?
For the debrief of the exercise, teams elected “media representatives” – a newscaster and a newspaper reporter – to communicate with the group, who acted as the public.  Communication with courthouse occupants, court employees, the public, and the media during a disaster is imperative; consequently, courts must develop a plan, such as a phone tree and contact list, and should consider the acquisition of up-to-date communication technology.  JMI placed time constraints on the exercise to emphasize the time sensitive nature of these issues.  


The second major team exercise, the action planning process, provided the opportunity for teams to apply the lessons learned over the course of the workshop to their own jurisdictions.  The planning process was designed to lead to a clear, individualized plan that would guide post-workshop activities.  By the end of the workshop all of the participating teams made a brief presentation on their plan’s key elements as well as described their next steps upon returning home to their jurisdictions.  They received feedback from the faculty-facilitators as well as other workshop participants.  JMI cautioned that all of the decisions made during this exercise were subject to revision based upon the input of others who were not in attendance at the workshop.  
Section IV:  Evaluation and Follow-Up Activities
Evaluation:

The fourth objective of the project aimed at evaluating the planning and development process in terms of:

· the impact of the US Marshals Service’s experience and expertise in state and local justice systems’ security and disaster planning efforts;

· the impact of the relationship building and maintenance process between federal agency representatives and state and local justice system leaders and managers;

· the efficacy of the process as a means for improving inter-governmental collaboration in the creation and implementation of security plans; and

· the participants’ security policies and plans.

At the end of each day of the workshop, the faculty members and facilitators met to de-brief the day’s sessions, discussing changes in the agenda for the following day that might enhance the presentations or improve the curriculum.   


The attendees completed a detailed evaluation of each session of the workshop, including the items learned during each session and suggestions for improvements in the curriculum.  The design of the workshop appears to have worked remarkably well.  The overall evaluation of the workshop was very positive.  Of the 13 respondents who completed the evaluation form at the conclusion of the workshop (see Appendix 2), ten rated the program as “Excellent” and two rated it as “Good.”  Most of the open-ended comments were highly complimentary about the workshop.  For example:
· “The workshop reinforced our commitment to safety.”
· “Experiences in other courts are very valuable to help view your own court’s preparedness, in this case, to respond in the event of an emergency.”
· “Faculty brings their expertise to work in making this subject relevant to all courts.”

JMI held a conference call with all of the faculty and facilitators several weeks after the workshop.  Faculty concurred that the workshop was a success and the team approach worked well.  For future workshops, JMI would seek to reorganize the flow of the curriculum, providing the big overview of the material at the beginning and focusing on specialized topics as the workshop progressed.  The curriculum attached to this report expands the goals for the opening session on the first day to provide an overview of the program and its goals.  In addition, JMI would build into the workshop the opportunity for teams to network and share experiences and ideas in a smaller group setting, in addition to having them concentrate on their own jurisdictional plans.  The curriculum attached to this report utilizes the lunch sessions to facilitate team and individual networking.  
Implementation of the Action Plans:

While the primary objectives of this project relate to curriculum development and demonstration of the process, the five participating local justice systems started the process to produce local security, disaster prevention, and disaster recovery plans for their jurisdictions.  The local court and justice system took the lead in planning for these situations in their own communities, benefiting and protecting the local systems and the local citizens.  


The final product of the team sessions, an action plan that would guide post-workshop activities, served as the basis of the follow-up contacts made with participants.  In July 2004, approximately five months after the seminar, JMI staff conducted an electronic follow-up survey with each team’s leader to discuss the status of the action plan and what has been done since the workshop.  Specifically, the survey aimed at understanding the status of plans, the success of the collaborative efforts with the US Marshals Service representative, the strengths of the planning process, and obstacles confronted.  A copy of JMI’s follow-up questionnaire is attached as Appendix 3.

Overall, the five participating jurisdictions are spread across the spectrum from having put plan development on hold, to reviewing existing plans, to having completed plans, to conducting drills and exercises.  Each of the teams identified various strengths of the development process.  Three out of the five teams stated that finding the time to focus and elevating the process as a top priority were the major obstacles encountered in the development and implementation of their plan.  While one project has been delayed, the remaining four teams were split on the extent and value of the US Marshals Service participation:  two teams expressed that it was a successful partnership, while two teams indicated that there was no further participation by the US Marshal beyond the workshop.  The following is a brief summary of each of the participating teams’ accomplishments as of July 2004:

The Maricopa County Superior Court in Phoenix, Arizona was very close to a finished product and had plans to publish the plan.  The team was arranging various meetings and briefing with employees to provide a detailed hands-on review of the plan and to outline the role and responsibility of the various court staff during any disaster.  The team’s leader attributed much of the court’s success to the fact that the presiding judge and court administrator attended the workshop.  Their leadership role involved conveying expectations to all of the court’s teams and taking responsibility for making sure that all levels of management understood the importance of the project and were familiar with the plan.  Successful implementation of a plan depends upon management and employee support and defining clear expectations.  The presiding judge recognized the efforts of the team and assisted them in overcoming many obstacles.  One of the obstacles the Maricopa team encountered was related to staffing issues.  Due to the massive size of the plan, it created administrative problems for the Emergency Preparedness Coordinator to research, format, and reproduce.  The team decided to publish the plan with one review date in order to capture any new changes, policies, procedures, and laws and reduce the burden for the Coordinator.  The active participation by the US Marshals Service deputy was extremely helpful.  The deputy added insight and knowledge into the planning process as well as validated the team’s direction.  Once the plan was reviewed and finalized, the team hoped to put the plan on a compact disk (CD), along with the emergency evacuation plans, floor warden trainings, and any other documents that compliment the disaster plan.  

Shortly after the workshop concluded, the presiding judge in Maricopa County issued an administrative order pertaining to security by-pass and carrying firearms in the courthouse.  The order resulted directly from the open discussion on the last day of the workshop.  It specifies that the presiding judge will chair the security committee.  That committee will contract with an outside expert, such as the US Marshals Service, to conduct a security audit every two years.  The order authorizes the construction of additional screening stations at all entrants to the courthouse and outlines which individuals will be given security-pass privileges.  Attorney by-pass will continue to be phased out, so that it is eliminated by April 1, 2005.  Moreover, the order summarizes the policies and procedures for bringing weapons into the courthouse by law enforcement personnel.  A copy of the Administrative Order is attached as Appendix 4.  

In Ventura, California, the Ventura County Superior Court team has reviewed its existing plans.  However, the project has been delayed by a large-scale immediate need project.
  The team left the workshop with a good foundation and direction for developing a plan and will make sure all involved parties have either input into or have the opportunity to review the plan.  The team believes that obstacles will be minimal because it has support from both court administration and the bench.  Once plan development resumes, the team surmises that the Sheriff’s Department will be an active participant in the plan’s development.

The 13th Judicial Circuit Court, Hillsborough County in Tampa, Florida has had a basic COOP plan in place since March 2003.  In an effort to improve upon and expand the value of the plan, the team engaged in discussions with the Sheriff’s Office, which has developed a plan with the US Marshals Service.  Since the workshop, the court participated in some workshops and a disaster drill conducted by the US Marshals Service.  The court executed its hurricane and disaster preparedness plan (Tampa was hit by a hurricane), which helped the team realize it is time to reevaluate the risk and update the various aspects of the plan.  The team commented that its strengths are in the areas of cooperation and mutual concern for public and staff safety.  This team was one of the participating jurisdictions that benefited from the US Marshals Service involvement, as demonstrated by the following comment:

The involvement of the US Marshals Service has always been critical in providing the various aspects of court security.  First, they have long-standing experience in the area of judicial security and are always willing to assist.  Second, the US Marshals Service can provide an independent opinion regarding matters of judicial and courthouse security to funding sources, judiciary and others that may be involved in setting policy or funding of security needs.  Since they do not answer to local members of funding boards or state agencies they are free to provide the opinion of best practices, without concern for local political pressures.

[The team leader] wholeheartedly recommend[s] that participation by both local and nationwide divisions of the US Marshal be involved in the development of these plans by other courts.  [She] also believe[s] that they should be directly involved in additional training regarding judicial security, facility design (based on their best practices manual) and policy setting. 

Over the past two years the 13th Judicial Circuit Court has focused time and resources to designing a physical security plan.  This plan includes:

· the use of CCTV cameras throughout the courthouse, including the use of external cameras; 

· the continual upgrading of older security systems, such as duress buttons and key systems;
· the addition of electronic ID card reader systems to control access to locked entrances;

· retrofitting or building bullet proof judicial benches; and
· fencing in the parking garage to make it card accessible only.

Florida’s team leader mentioned two obstacles.  The first challenge was finding the time to devote to the development and implementation processes.  While the team is dedicated to the project, it has been difficult to coordinate members’ schedules.  A second obstacle was getting the technology staff and managers to acknowledge the importance of planning ahead for certain tasks, such as designing remote web pages for public and staff notice, updating emergency phone lists, and enforcing compliance with basic policies like mandatory identification badges.


The Hennepin County District Court in Minneapolis, Minnesota was currently working on its plan and implementation steps.  The team leader stated that the diversity of the team enabled them to explore all aspects of disaster planning to ensure they have incorporated all processes for relocating court functions.  Disaster planning became difficult for the team, however, when they attempted to construct real scenarios.  It became obvious that they needed to plan a separate budget to fulfill the process.  The workshop enlightened the jurisdiction as to how unprepared it was for a disaster.  This team did not maintain contact with the US Marshals Service deputy after the workshop.

Recently, the Hennepin County District Court completed an evacuation exercise of the government center, which houses 440 employees.  This exercise took six months to plan.  As of July 2004, the final report on the exercise was in the draft stages, but once completed, it was to be incorporated into the court’s continuity of government report.  


The 7th Judicial Circuit Court of Maryland in Prince George’s County had completed its plan, which was part of a larger document that includes all governmental entities.  The administrative judge approved the plan and all courthouse occupants had been briefed on it.  The court had conducted some training and had additional trainings scheduled for late September 2004.  The workshop created an environment where discussion and planning were given priority and it facilitated the post-workshop process, although finding the time to focus on security and disaster planning is a constant challenge as is keeping information current.  Luckily, the court did not encounter political difficulties.  The US Marshals Service has a long-standing relationship with the Sheriff’s Department; however, the deputy did not participate beyond the workshop in the development and implementation of the plan.  

On November 3, 2004 the Prince George’s County Courthouse caught on fire, gutting the old section of the building that was undergoing renovations.  A few weeks after the fire, JMI contacted the court administrator to get her thoughts on the experience.  During the ordeal, she was reassured that the court had gone through the exercise of establishing priorities if employees were out of the building for any length of time.  However, she realized that she did not have a copy of the file containing critical information, such as the list of alternative sites and contact telephone numbers, in an off-site location and that it could have been destroyed by the fire.  In terms of advice, she cautioned to never underestimate the importance of remaining calm.  The appearance of in-control leadership cannot be overestimated.  People commented on her demeanor at several different points during the day when she had absolutely no idea that anyone was watching her.  Moreover, she mentioned the importance of addressing policy and practical issues surrounding internal and external communication mechanisms.  It is best to designate a spokesperson to deal with the media.  There should be a clear policy that staff is not to talk to the press, but should direct anyone with the media to the authorized spokesperson.  The court administrator felt fortunate that court leadership was able to contain comments of staff at the site of the fire, which was particularly critical since the building was under construction and the finger-pointing among insurance companies started while it was burning.  Finally, the court administrator suggested working out formal agreements with merchants close to the courthouse for services, such as restroom access, use of telephones, and having a supply of bottled water.

For courts across the country attempting to develop a plan, a starting place is to look at any existing plans.  Many courts already have disaster plans as a result of planning for Y2K computer problems.  Even though these plans are outdated and primarily focused on information technology breakdowns, they might provide a valuable starting point.  

Disaster recovery and business continuity plans are not “one size fits all.”  Therefore, it is impossible to design a template that will work for all courts.  Even though there are many similarities in court business practices, a generic approach is not practical given the wide range of differences in courts, their supporting operations, and vulnerability.  However, any plan should be reviewed annually; planning is not a one-time project.  Business continuity functions should span all aspects of the court.  Once a plan is in place, it should be tested and staff must be trained to respond to a disaster.  The most meticulous plans are worthless if no one knows how to implement them.
Section V:  Conclusion and Future Directions


How do courts respond to a crisis – natural or manmade?  A court’s answer to this question depends heavily upon the level of understanding of security’s importance to the mission of the court and the amount of advanced planning the court has done.  It is important for the judiciary to have the capability to perform essential activities and functions without unacceptable disruptions or threats to its fundamental role.  Unfortunately the justice system, especially on the criminal side, does not permit the court the luxury of delay or neglect of cases in response to a disaster without eroding the foundations of justice in our free society.  Since few disasters can be anticipated, advanced planning can mean the difference between a non-functioning court and a court that returns to business as usual quickly and safely.  It can be challenging to appreciate, quantify, or realize the benefits of advanced planning until the plan is executed.  Thus, it is the responsibility of court leaders to ensure awareness and communicate the need for a business continuity and disaster recovery plan.  


This workshop highlighted the necessity and benefits of disaster planning and evaluation and helped five jurisdictions take the time to consider such issues and prepare for a disaster in advance.  This workshop provides a model for similar programs, thereby helping more courts to be prepared for a disaster, rather than reacting during the chaos of a crisis.  The curriculum materials in the appendices can be adapted for use by regional state court administrators and state judicial branch educators.  The basic framework of the workshop – built around a sequence of team sessions – is sound and can be used effectively even as knowledge evolves.  Education should be a continuing priority.  Programs such as this prototype workshop provide the opportunity for state and local-level practitioners to focus on key policy issues, which are important, but may not be urgent.  It allows jurisdictions to initiate new collaborative networks essential to plan the development, implementation and evaluation of effective security, disaster and business recovery plans. 


This curriculum could be expanded in the future to address other key issues.  For instance:
· preparation for sudden disaster-related increases in caseloads caused by a disaster;

· designing and implementing day-to-day security operations that bolster larger disaster preparedness efforts;

· implementing security systems in existing historical and/or antiquated facilities;

· planning security for a proposed new facility design; and

· integration of multi-agency plans of action for business continuity and disaster prevention and recovery.


Recently, the National Association of Court Management (N.A.C.M.) finished the new Security Mini-Guide.  It will be distributed by July 2005 to all current members.  N.A.C.M. formed a committee to develop the new Disaster Recovery and Business Continuity Guide and aims to have the guide completed by Spring 2006.
  

A major topic that needs more focus is funding, for example, justifying funding for security functions to the federal government and budgeting offices and tapping into both public and private funding sources.  In 1997, the American Judges Association (AJA) surveyed members on the status of court security in their jurisdiction.
  The survey revealed that the lack of adequate funding is one of the main reasons why many courts do not have formal court security, which JMI speculates is still true today.  The AJA survey identified some of the unusual funding sources for security expenses: Bar association donations, creative budgeting, special court assessments on criminal actions, and judges’ personal contributions.  Consistent funding sources that were identified by the survey were general funds at the state, county, and local level.  

An interesting study would be to investigate the impact of statewide funding and planning on this topic in comparison to more locally-funded planning initiatives.  For example, California is a state-funded judiciary with the state reimbursing locally-funded Sheriff’s Departments for court security services.  California is in the process of developing a statewide template for local plans, which it can enforce because it is paying for costs.  In contrast, the judiciaries in the states of New Jersey and Florida are state funded, but neither state pays for the cost of court security or court facilities.  These are county costs.  While planning on a statewide basis in Florida might be more productive, given that its primary disaster-related events are hurricanes that impact several counties, the county funding of security and facilities makes the implementation of any statewide planning effort problematic.  Does business continuity and courthouse security planning need to be locally focused and funded since each courthouse operates in its own political milieu and has unique facilities that are controlled locally?  Or does it make more sense to conduct planning on a statewide level?  This is a research area that is appropriate for further investigation.

Despite different approaches to fund security planning across states and the perpetual inadequate funding for security as well as other judicial functions, communication within the justice system and other government agencies is a relatively inexpensive, yet effective, first step.  Currently, most actions being taken tend to be too narrowly focused, meaning a specific agency is developing a plan in isolation, one that covers only its activities and functions without opening the lines of communication between agencies and without taking into consideration the work of other planning initiatives.  In order to be effective and responsive to likely events, courthouse security and disaster preparedness plans must be comprehensive and involve all affected entities.  Courts must reach out to the rest of the justice system, other government agencies, the community, and federal partners like the US Marshals Service and the Department of Homeland Security.  There must be a concerted attempt to collaborate across agencies. 


One of the ideas that evolved out the workshop was the development of a national database that maintains information about individuals entangled with the court who exhibit serious tendencies toward violent behavior and pose a threat to the judiciary, its judges and employees.  Fervent citizens fighting legal battles in court can sometimes, albeit rarely, snap when their suit fails and turn violent.  This was the case with Bart Ross who threatened US District Judge Lefkow and other judges and killed Lefkow’s family members because the Judge dismissed a malpractice suit Ross had brought against several Chicago doctors, hospitals, and the federal government.  


Information would be maintained in a national database about individuals identified as “potentially violent,” based on threats or actions made in court or threats made against judges, court staff, witnesses, jurors, and other parties.  Courts would complete incident reports and the information would be available to only others responsible for court security in other jurisdictions.  California’s currently maintains a statewide list of vexatious litigants
 (based on their litigiousness, not threat of violence) which provides an example of what could be done.  Potentially violent litigants or others are involved often in cases in multiple jurisdictions, at both the state and federal level.  A national database would reflect the multi-jurisdictional nature of the threat.

The proposed national database would necessarily have very restricted access due to privacy concerns.
  It would be available to authorized court security personnel and law enforcement officers with the requisite “need to know” so that they would be better able to identify potentially dangerous individuals and limit the number of tragic occurrences, such as occurred in Chicago.  


This workshop brought home the urgent need for prompt, aggressive development and evaluation of security and disaster preparedness plans.  

Since the workshop was concluded and the majority of the work done on this report the courts of this country have undergone two security catastrophes that have made national headlines, the loss of the family of a federal Judge Joan Lefkow in Chicago and the death of four people including a state trial judge in Atlanta.  While much of the interest in security issues since the September 11 atrocity has focused on terrorist threats, the incidents in 2005 remind everyone of the need to constantly address and review security threats from within the system.  The Chicago example reminds of the need for state and federal courts to communicate.  The Atlanta example reminds of the need for continuing training and review.  Both examples remind of the dangers that can arise when security decisions are impacted by budget considerations.  The new US Department of Homeland Security has rightfully concentrated on providing assistance to the nation’s first responders.  The unfortunate truth is that those who provide routine services in the nation’s state and federal courts, and in all areas of government, are themselves potential targets of an increasingly violent society.  
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	Tuesday, February 17, 2004

	Time
	Activity and Presenter(s)
	Tab Number

	8:30 AM
	Registration and Continental Breakfast
	

	9:00 AM
	Plenary Session:  Welcome; Introductions; Exercise and Report Back
Presenter:  Doug Somerlot


	Tab 1

	10:00 AM
	Plenary Session:  Partners Protecting the Third Branch 
Presenter:  Joe Trindal

	Tab 2

	10:30 AM
	BREAK
	

	10:45
	Plenary Session:  Partners Protecting the Third Branch (Continued) 
Presenter:  Joe Trindal


	

	12:30 PM 
	LUNCH
	

	1:30 PM
	Plenary Session:  Partners Protecting the Third Branch (Concluded) 
Presenter:  Joe Trindal


	

	3:00 PM
	BREAK
	

	3:15 PM
	Plenary Session:  Video Panel Members Descriptions of their Experience 
Introducer:  Marcus Reinkensmeyer

Presenters:  Ruben Carrerou         Collins Ijoma

William Etheridge        Bob Wessels


	

	4:15 PM
	Small Group Planning Session:  Group Exercise
Introducers:  Doug Somerlot and Joe Trindal


	Tab 3

	5:00 PM
	Recess for the Day
	


	Wednesday, February 18, 2004

	Time
	Activity and Presenter(s)
	Tab Number

	8:00 AM
	Plenary Session:  Continental Breakfast and Questions from Yesterday
Presenters:  Doug Somerlot, Joe Trindal 


	

	8:30 AM
	Plenary Session:  IT Readiness and Recovery Planning:
It’s Just Good Business 

Presenter:  Steve Jennings


	Tab 4 

	9:45 AM
	Plenary Session:  The Planning Process
Presenter:  Doug Somerlot 

	Tab 5

	10:15 AM
	BREAK
	

	10:30 AM
	Small Group Exercise:  Group Exercise and Report Back
Introducer:  Doug Somerlot

	Tab 6 

	12:00 PM 
	LUNCH and Speaker

Introducer:  Doug Somerlot

Presenter:  James Schwartz, Assistant Chief for Operations, Arlington County Fire Department

	

	1:45 PM
	Plenary Session:  Dealing with Disaster  
Introducer and Presenter:  Doug Somerlot
Presenters:  Ruben Carrerou          Collins Ijoma

 William Etheridge       Bob Wessels


	Tab 7 

	3:15 PM
	BREAK
	

	3:30 PM
	Small Group Exercise:  Role Play: Dealing with Disaster
Introducer:  Doug Somerlot

	Tab 8 

	4:45 PM
	Plenary Session:  Report Back from Exercise
Facilitator:  Doug Somerlot

	

	5:15 PM
	Recess for the Day
	


	Thursday, February 19, 2004

	Time
	Activity and Presenter(s)
	Tab Number

	8:00 AM
	Plenary Session:  Continental Breakfast and Questions from Yesterday
Presenters:  Doug Somerlot, Marcus Reinkensmeyer

	

	8:30 AM
	Plenary Session:  Alternative Planning Processes:  What Can We Learn from What Courts and Others Have Already Done?
Presenter:  Marcus Reinkensmeyer


	Tab 9 

	10:00 AM
	BREAK
	

	10:15 AM
	Plenary Session:  Recovery and Restoration
Presenter:  Marcus Reinkensmeyer
Panel Members:  Ruben Carrerou         Collins Ijoma

William Etheridge      Bob Wessels


	Tab 10 

	11:30 PM
	LUNCH
	

	12:30 PM
	Plenary Session:  Walking the Tracks with the Plan

Presenter:  Marcus Reinkensmeyer


	Tab 11 

	1:30 PM
	Small Group Exercise:  Action Planning (Break Included)
Introducer:  Doug Somerlot

	Tab 12 

	3:00 PM
	Plenary Session:  Report Back from Exercise; Closing
Facilitators:  Doug Somerlot and Marcus Reinkensmeyer


	

	4:00 PM
	Adjourn
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Tuesday, February 17th 

Please use the comments line at the end of each section to make suggestions or other remarks.  

Overall, I thought the 3-day program was:  16 Responses – 3 No Answer  AVERAGE: 4.7
	Poor
	
	Adequate
	
	Excellent

	0@1


	0@2


	1@3

3
	2@4

8
	10@5

50


Please rate the usefulness, effectiveness, and value of the following aspects of today’s program using a scale of 1 to 5 (1 being the lowest and 5 being the highest).  16 Responses 1 No Answer – both questions.  
	Plenary Presentation:  Welcome; Introductions; Exercise

	Usefulness of content (topics & substance)
	0@1

Low
	0@2


	2@3


	9@4


	4@5



	AVERAGE = 4.1
	0
	0
	6
	36
	20

	Effectiveness of delivery & methods
	0@1


	0@2


	2@3


	7@4


	6@5



	AVERAGE= 4.3
	
	
	6
	28
	30

	Comments: 

Exercise instructions were unclear.

Great tone, motivational and professional

Scenario used was beneficial.  Good way to start the session.

Very helpful to have everyone introduce themselves.

We weren’t told what we are here to do.  No review of the program plan and where the workshop fit into the plan.

What are the expectations?  (First day thoughts) – It still is not clear what the outcome of this seminar is – i.e. writing our own DR procedures – Networking – the prepaperwork said this is a 9 month process – is this about best practices?

Joe Trindal was extremely knowledgeable and an effective speaker.


17 Responses 
	Plenary Presentation:  Partners Protecting the Third Branch

Presenter:  Joe Trindal

	Usefulness of content (topics & substance)1@N/A 
	0@1

Low
	0@2


	2@3


	3@4


	11@5



	AVERAGE= 4.6
	
	
	6
	12
	55

	Effectiveness of delivery & methods  1@ N/A
	0@1


	0@2


	2@3

	3@4


	11@5



	AVERAGE=4.6
	
	
	6
	12
	55

	Comments: 

Both Informative and interesting.

Could have used just a bit less lecture, perhaps an exercise or two, however, excellent presentation.

A bit difficult to read the screen from other side of room or read the small printed material, subject matter well illustrated, necessary level of detail.

Good speaker, articulates well.

Joe is a wonderful speaker and has an effective delivery.

Reinforced our commitment to safety.


	Plenary Presentations:  Video Panel Members Descriptions of Their Experience

	Usefulness of content (topics & substance)3@N/A
	0@1

Low
	0@2


	3@3


	7@4


	4@5



	AVERAGE=4.1
	
	
	9
	28
	20

	Effectiveness of delivery & methods  3@ N/A
	0@1


	1@2


	4@3


	6@4


	3@5



	AVERAGE=3.78
	
	2
	12
	24
	15

	Practical value   3@N/A
	0@1

Strongly Disagree
	0@2


	4@3


	6@4


	4@5



	AVERAGE=4.0
	
	
	12
	24
	20

	Comments: 

Video was not always clear/not always working

Interesting

Poor video quality – speaker’s content was good, sincere and meaningful.

Great content, great presentation.  Joe brings his expertise to work in making this subject relevant to all courts.

Experiences in other courts are very valuable to help view your own court’s preparedness, in this case, to respond in the event of an emergency.

Good practical suggestions; nuts & bolts.

	Small Group Exercise:  Group Exercise following Video


	Usefulness of content (topics & substance)3@N/A
	0@1


	0@2


	1@3


	11@4


	2@5



	AVERAGE=4.1
	
	
	3
	44
	10

	Practical value   3@N/A
	0@1

Strongly Disagree
	0@2


	3@3


	9@4
	2@5

	AVERAGE=3.9
	
	
	9
	36
	10

	Comments: 

N/A

The scenarios were a bit broad, perhaps too complex, for an initial exercise.

Made us think.

The presentation was thorough and thought provoking.




Wednesday, February 18th 

15 Responses

	Plenary Presentation:  IT Readiness and Recovery Planning:  It’s Just Good Business

Presenter:  Steve Jennings

	Usefulness of content (topic & substance)
	0@1

Low
	0@2


	1@3


	9@4


	5@5



	AVERAGE=4.3
	
	
	3
	36
	25

	Effectiveness of delivery & methods
	0@1


	0@2


	2@3


	8@4


	5@5



	AVERAGE=4.2
	
	
	6
	32
	25

	Comments: 

More on cyber threats would be good.

Well prepared speaker and on target information.

Excellent.

Good IT information.  Helps us to think and bring up plans.

Good topic.

Sometimes a little too “techie” for the general audience.

Good Reminder – made us ask questions to one another.

Outstanding guest speaker with a very important and useful topic.


	Plenary Presentation:  The planning Process

Presenter:   Doug Somerlot

	Usefulness of content (topic & substance)

                          1@ N/A
	0@1


	0@2
	2@3
	7@4
	5@5

	AVERAGE=4.2
	
	
	6
	28
	25

	Effectiveness of delivery & methods

                           2@ N/A
	0@1


	0@2
	2@3
	8@4
	3@5

	AVERAGE=4.1
	
	
	6
	32
	15

	Comments: 

Discussed the need to plan and think.  Good background.

Luncheon Speaker: James Schwartz  Excellent Job; having lived through the Pentagon attack, his message had instant credibility.

Bypassed

A simple boilerplate or framework for 1. A response plan and 2. A recovery Plan = elements and steps and fill in the blanks.

Would be helpful to people that have a plan and want to validate completeness.

James Schwartz was a wonderful speaker.  Next time schedule him to talk longer.

The videos were not well produced.  You loose their meaning because the speakers seem like “robots”.

	Small Group Exercise:   Group Exercise and Report Back  14 Responses
Usefulness of content (topic & substance)

AVERAGE=4.1
0@1

Low
0@2

2@3

8@4

4@5

Effectiveness of delivery & methods  1@N/A
AVERAGE=3.9
0@1

1@2

5@3

4@4

3@5

Practical value 

AVERAGE=3.9
0@1

Strongly Disagree
1@2

4@3

5@4

4@5

Comments: 

Push the “thinking” box – good exercise in other things to consider.

Work groups are/can be good. Report back to group at times is beneficial.

Not my favorite part of the program.  Scenarios were much too complicated with not enough time.  A more realistic scenario might be what you tell judges and staff about impact, court operations after the assessment other than the media stuff.

Good practical suggestions made during presentation.

Good.

While uncomfortable these exercises are of great value in providing experience in dealing with these concepts.  So that people aren’t struggling with “where do I start and what do we have to do?”

Observed several groups with great interest.



	Plenary Presentation:  Dealing with Disaster

Presenter:  Doug Somerlot

	Usefulness of content (topic & substance) 1@ N/A
	0@1

Low
	0@2


	5@3


	5@4


	3@5



	AVERAGE=3.8
	
	
	15
	20
	15

	Effectiveness of delivery & methods

1@ N/A
	1

0@1


	0@2


	5@3


	5@4


	3@5



	AVERAGE=3.8
	
	
	15
	20
	15


	Small Group Exercise:  Role Play and Report Back:  Dealing with Disaster

	Usefulness of content (topic & substance)   1@ N/A
	0@1

Low
	0@2


	5@3


	3@4


	5@5



	AVERAGE=4.0
	
	
	15
	12
	25

	Effectiveness of delivery & methods

                             1@ N/A
	0@1


	0@2


	5@3


	2@4


	6@5



	AVERAGE=4.1
	
	
	15
	8
	30

	Practical value  1@ N/A
	0@1


	1@2


	4@3 


	2@4


	6@5



	AVERAGE=4.0
	
	2
	12
	8
	30

	Comments: 

Role plays are an effective tool to help bring some of these issues home.  Time constraints help bring home the time sensitive nature of these issues.

See Above

Factual situation contained too many facts; make scenarios shorter and allow improvising.

James Swartz – Best so far.

Useful but the role play for my group was much too involved and complicated for 30 minutes.  Start Small.

Really illustrated the confusion when there is no obvious plan and little information.

Observed several groups with great interest.


Thursday, February 19th 

15 Responses

	Plenary Presentation:  Alternative Planning Processes:  What Can We Learn From What Courts and Others Have Already Done?

Presenter:  Marcus Reinkensmeyer

	Usefulness of content (topic & substance)
	0@1

Low
	0@2
	2@3
	6@4
	7@5

	AVERAGE=4.3
	
	
	6
	24
	35

	Effectiveness of delivery & methods 1@ N/A
	0@1


	1@2
	3@3
	5@4
	6@5 



	AVERAGE=4.1
	
	2
	9
	20
	30

	Comments: 

Perhaps a time to evaluate/review plans already completed by participants.

Marcus provided an excellent basis for the reason to move on many of these topics.

Excellent presentation – good examples of other courts processes.

Like the comment about using separate lines – intranet? – signature card on weapons and flash messages.

Open discussion of varying policies on issues is good idea.  New approaches, reasoning, common experiences.

	

	Plenary Presentation:   Recovery and Restoration

Presenter:  Marcus Reinkensmeyer

	Usefulness of content (topic & substance)2@N/A
	0@1

Low
	0@2
	2@3
	7@4
	4@5

	AVERAGE=3.8
	
	
	6
	24
	20

	Effectiveness of delivery & methods  3@ N/A
	0@1


	1@2
	3@3
	4@4
	4@5

	AVERAGE=3.9
	
	2
	9
	16
	20

	Comments: 

This session started to bring the workshop together for me.

Mixture of video and live presentation was very helpful in keeping everyone’s attention.




	Plenary Presentation:  Walking the Tracks with the Plan

Presenter:   Marcus Reinkensmeyer

	Usefulness of content (topic & substance) 3@ N/A
	0@1

Low
	0@2
	3@3
	4@4
	5@5

	AVERAGE=4.2
	
	
	9
	16
	25

	Effectiveness of delivery & methods 3@ N/A
	0@1


	1@2
	3@3
	4@4
	4@5

	AVERAGE=3.9
	
	2
	9
	16
	20

	Comments: 

Excellent discussion re bypass.

Excellent discussion on by-passing security at courthouses.

After our group had some discussion about attending this seminar we have a suggestion:  Have the group do some pre-work before seminar and give us information on what to bring to seminar.




12 Responses
	Small Group Exercise:  Action Planning and Report Back from Exercise



	Usefulness of content (topic & substance)
	0@1

Low
	0@2
	3@3
	5@4
	4@5

	AVERAGE=3.8
	
	
	9
	20
	20

	Effectiveness of delivery & methods
	0@1


	0@2
	2@3
	7@4
	3@5

	AVERAGE=4.1
	
	
	6
	28
	15

	Practical value
	0@1

Strongly Disagree
	0@2


	1@3


	6@4


	5@5



	AVERAGE=4.3
	
	
	3
	24
	25

	Comments: 
Excellent program.

Good exercise to finish with so that when we return home, it’s fresh in our minds.

Again, may make people consider issues not previously conceptualized.




Are there any specific suggestions you can offer to improve this program when it is offered again?

First day presentations-too much of a good thing.  Cut presentation back to essentials to make it easier to comprehend.  Thanks for the opportunity to attend.

All in all a very informative conference.  As I am responsible for budget preparations, I would appreciate any information on how to justify FUNDING these types of safety/security functions.  Where do I go for the justification I need to SELL the risk to our OMB?

Overall a great presentation and well worth our time.  Hotel was good – classroom was excellent! Keep up this standard.  Networking is good but keeping the court group together “as one” is very important.  If the group were dysfunctional this would really be a retreat!  In our case, it brought us closer together even though we were going pretty good to begin with.  Thank you, Keep up the good work.

Having had high expectations to begin with, no improvements are needed.  Keep everything the same when it’s offered again.  Great Job.  Barry was an excellent facilitator for our group!

Want to hear more what other 5 counties have done, effective, etc.  The class was pulled together very nicely.  Learned a lot.  Thanks.

The need for planning is very well covered and very convincing.  The plan creation process is harder to clarify.  Would benefit from a simplified plan structure.  A simple step-by-step for agencies to follow in creating/building their response/recovery plans.  There is a real good video of a real-life plan in design and operation of a business experience in being denied use of their location.  Write/call me.  I’ll try to dig it out.  (612) 664-5936  Glen.legus@usdoj.gov.

Overall a wonderful and very useful program.  I learned quite a bit.  The presenters were well informed and personable.  The JMI facilitators were wonderful, especially Aimee.  I look forward to another JMI program.

While Mr. Trindal’s information was interesting and valuable, I believe it might be @ too great of detail for the group.  Especially considering the reason we are here.  Our jurisdiction and I would guess the others here have already begun to deal with their issues.  Can I get him to speak with our office of management and budget to convince them that this is important to fund?  Should include a list of Federal Websites where we could find some of the information Mr. Trindal spoke about.
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As promised during the Workshop in February, this questionnaire is designed to document your efforts to develop or review and revise your Courthouse Security and Disaster Recovery plan since attending the workshop.  Please complete and return the Questionnaire to us.  A summary of the questionnaire results will be included in the final report that we must prepare for SJI.  It would be helpful if you could enter your responses on this form and send your response by electronic mail, if possible.  

We will compile the results and will send each of you a copy.  If there are other questions that you would like us to add to this survey in order to help you, please let us know as quickly as possible.  
1. What is the status of your plan development since the workshop?
2. What strengths did your team exhibit during the development process?  In addition to those who participated in the workshop, what group representatives participated in your plan development?  Would you recommend any differences in the make-up of the teams that attend future workshops using the curriculum developed for the February Workshop you attended?  
3. What obstacles has your team encountered during the development and implementation process?
4. To what extent did the US Marshal Representative participate in your plan development?  How valuable was this participation?  Would you recommend participation by local US Marshals in plan development to other courts?
5. What implementation steps have you taken?  What successes and obstacles have you encountered?
6. Based on your experience since the workshop, what topics presented at the workshop were particularly valuable to you?  Based on your experience since the workshop, what additional items should be included in future workshop agendas?  
7. Please forward a copy of your Courthouse Security and Disaster Recovery Plan. 
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Maricopa County, AZ 

Administrative Order


IN THE SUPERIOR COURT OF THE STATE OF ARIZONA

IN AND FOR THE COUNTY OF MARICOPA   

IN THE MATTER OF COURT SECURITY
)
ADMINISTRATIVE ORDER

IN THE TRIAL COURTS OF MARICOPA
)
NO. 2004-122


COUNTY





)         

_________________



)


Whereas, the Court has reconsidered its existing security by-pass policies in light of changes in the security threat to judicial officers, courthouses and the public, prevailing national standards and recommendations from law enforcement agencies, and


Whereas, the Court has considered the comments and advisory recommendations of various stakeholders who access the courthouse, and


Whereas, the family court department, which by nature of its work requires the highest security requirements, is present in all court buildings, and


Whereas, there is a demonstrable need for enhanced security in all current and future justice and superior court facilities in Maricopa County,


IT IS ORDERED:

A.  General
1. The Presiding Judge of Maricopa County shall chair the Security Committee of the Trial Courts to ensure effective communication between the Security Committee, the County, security experts and administration in the trial courts.  Every two years, the Security Committee will engage an outside expert, such as the United States Marshals Service, to conduct a security audit of the trial courts and make recommendations to the Security Committee.  

B.  Entryways to Courthouses
1. An armed security presence must be at or reasonably proximal to the entrances to the downtown, southeast, and new regional courthouses.  The Maricopa County Sheriff’s Office shall, in the first instance, provide this security presence.   This change will occur as soon as possible at the southeast and downtown courthouses, and, then, as the regional courthouses are constructed.

C.  Construction of More Screening Stations, Card Entrances
1.
The Court must have the ability to screen all entrants to the courthouse if a security threat or changing national norms requires the Court to do so.  Bypass of security screening should be an exception based upon justifiable need and appropriate background checks, not the rule.  All future courthouse construction shall have adequate space set aside for security, and screening stations to screen all entrants to the courthouse.  Existing courthouse facilities shall be modified to add space and increase screening stations to screen all entrants to the courthouse.  The Court Administrator shall work with the County to develop a capital improvement plan to accomplish this result by July 1, 2007.

2. Entrances to judicial suites and chambers in Superior Court buildings shall be restricted to card or key access.  The Court Administrator shall develop a plan to put in place card or key access to judicial suites and chambers in all existing court buildings and the new regional court facilities.  The Maricopa County Sheriff’s Office shall have key or card access to judicial suites and chambers for emergency response.

D.  Enlarging the Judicial Security Net Downtown
1. The Court’s security policies downtown should, with the Board of Supervisors consent, encompass the County Administration Building to allow unrestricted access from within the County complex to the Courts.  The Court Administrator shall commence discussions with the County Administrator to address whether the County Administration building will adopt procedures with its Security Department similar to the Judicial Security Policy.

2. The Court Administrator shall initiate discussions with the County with the goal of increasing security for the County Cafeteria located in the East Court Building.

E.  Judicial Officers and Judges Pro Tem 

1. Constitutional Judicial Officers, and the elected Clerk of the Court, shall be given a security by-pass privilege and card by reason of Office.  For active full-time Judges and Commissioners, and retired judges who have been called back to duty, and the elected Clerk of the Court, this by-pass privilege shall apply to all entrances to the courthouse.  Supreme Court Justices and Court of Appeals Judges shall be given a security by-pass privilege and card upon request.

2. Judges pro tem shall be given a security by-pass privilege during their term as judges pro tem.  Judge pro tem by-pass cards shall be similar in restriction to employee by-pass cards; that is, judges pro tem by-pass privileges are for employee entrances and they may be subject to random inspection at employee entrances.  

F.  Judicial Employees and County Employees Whose Work-Station is Within the     Judicial Security Net
1. Judicial Branch employees shall be given a security by-pass privilege and card by reason of employment upon the approval of the Court Administrator and completion of a criminal background check.   County Employees whose workstation office is located within the judicial security net shall be given a security by-pass privilege and card by reason of their employment on the premises upon the approval of the Court Administrator and completion of a criminal background check.  This does not apply to county employees whose workstation office is located outside the judicial security net.  The security by-pass privilege and card shall be utilized only at designated employee entrances and, even then, employees shall be subject to random screening and inspection at these entrances.  The security by-pass privilege and card cannot be utilized at designated public entrances to the courthouse.  Security by-pass privileges are suspended for any judicial branch or county employee with a pending criminal case or family court case or order of protection or injunction against harassment, an eviction hearing or any pre-disciplinary or disciplinary proceeding pending against them.  Judicial Branch employees and County employees with a by-pass card are required to report any pending court case involving them to the Court Administrator immediately.  The Court Administrator shall develop a plan to compare the employee list with the active case file on a regular basis.

2. Armed Probation Officers shall not bring weapons into the Courthouse.  Armed Probation Officers shall check their weapons upon entering a Courthouse.

G.  Police Officers
1. Police Officers either in uniform or with visibly displayed law enforcement identification who appear in Court as witnesses pursuant to a subpoena or for official business such as seeking a search warrant, and who do not have any pending family court or criminal case or order of protection or injunction against harassment or eviction or any pre-disciplinary or disciplinary proceedings against them under which A.R.S. §38-1101 applies, upon signing in at a designated security checkpoint at the courthouse, may keep possession of their weapons in the courthouse.  The Court Administrator shall establish sign-in procedures that includes a verification that the police officer is complying with these judicial security policies.  The Court recognizes that Police Officers in uniform who appear in Court in the normal course of their duties are, by virtue of their duties, also additional security officials within the courthouse.  The Police Officer shall follow the policy of each Judge as to whether weapons may be brought into a particular courtroom or checked with the Judge in a gun locker before entering the courtroom.  The Court Administrator shall develop by July 1, 2006, the technological capability for a sign-in Judicial Security Officer to check both police officer identity and good standing and verify subpoenas at check-in.

2. In juvenile court, if all juvenile judges in a courthouse require police officers to check their weapons before entering a courtroom, the presiding judge of the juvenile court may require all weapons to be checked into a gun locker at the entry to the courthouse.

3. A Police Officer who is coming to court as a party in a case shall not seek by-pass and shall not bring any weapons into the courthouse.  A Police Officer coming to court as a party should not wear a uniform.  Under these circumstances, when a Police Officer is coming as a party to a lawsuit, a Police Officer shall go through screening as any other member of the public and be subject to the same rules as any other member of the public.

4. A Police Officer who is coming to court as a witness in the normal course of duty, but who has a pending family court case or order of protection or injunction against harassment or eviction case or a pre-disciplinary or disciplinary hearing pending, upon signing in at a security station in the courthouse, shall place all weapons into a gun locker at the security station before entering the courthouse and proceed through the regular public security screening process.

5. A Police Officer who is not readily identifiable as a law enforcement official, either by reason of uniform or a visible display of law enforcement identification, shall not bring a weapon into the courthouse.  No officer can by-pass security sign-in, check-in or screening by showing a police identification badge.

6. Police Departments are expected to adopt policies and procedures to ensure compliance with this Administrative Order.  The Court Administrator shall periodically run the list of Police Officer entrants with the database of pending court cases.  The Court may suspend or terminate by-pass privileges entirely for any Police Department which has an officer violate these policies.

H.  Attorneys
1. Attorneys shall be treated as other members of the public and be subject to security screening. This policy will be phased in.  Existing security by-pass cards shall be effective until their expiration date or April 1, 2005, whichever is sooner.

2. The Court Administrator shall establish as soon as practicable express screening stations for attorneys where space allows.  Express screening stations may be open during the peak times for accessing the courthouse.

3. Attorneys with physical disabilities may apply for security by-pass privileges based upon a showing of demonstrable need, subject to all applicable background checks.  An assistant to an attorney with disabilities may also apply for by-pass with the attorney if necessary to accompany the attorney with disabilities, subject to all applicable background checks.  Attorney by-pass for attorneys with disabilities shall have the same restrictions as employee by-pass: they will apply only to designated entrances and the attorney and assistant will still be subject to random inspection or screening.   Privileges are suspended in the event of a pending family or criminal court case, order of protection, injunction against harassment, eviction or pre-disciplinary or disciplinary hearing.

4. Attorneys whose work-station is within the courthouse (for example, public defenders and county attorneys at the Durango juvenile courthouse; or county attorneys at the southeast courthouse), may apply for security by-pass which shall have the same restrictions and requirements as those for employee by-pass: they will apply only to designated entrances and the attorneys will still be subject to random inspection and screening.  Privileges are suspended in the event of a pending family or criminal court case, order of protection, injunction against harassment, eviction or pre-disciplinary or disciplinary hearing.

5. As officers of the court, an attorney with a security by-pass card shall notify the Court Administrator of any pending court cases against them.   The Court Administrator shall periodically run the list of attorneys with security by-pass privileges against the database of open cases.  Failure to adhere to this administrative order may result in suspension or termination of by-pass privileges for an attorney.

6. By-pass privileges are not available to attorney-support personnel, whether it is an investigator, paralegal or expert witness.  A person who assists a lawyer with disabilities to access the courthouse may apply for a by-pass along with the lawyer with disabilities.

I.  Background checks for by-pass
1. Except for elected officials who may be granted by-pass privileges by the presiding judge and judicial officers, a criminal background check shall take place before a by-pass is issued.  For attorneys, the cost of a criminal background check shall be paid for by the applicant, and the administrative costs of the application shall be paid for by the applicant.  The security by-pass privilege and card shall only apply to designated security entrances and, even then, entrants will be subject to random screening.

2. Background checks shall include ACJIS and fingerprint check, and shall be redone every two to three years for those persons allowed to maintain their badge for more than one year.  Results of background checks should be reviewed by the appointing authority or his/her designee on a case-by-case basis to determine if bypass should be given.  A supplemental application form must be filled out upon every renewal.

J.  Other provisions
1. Independent contractors who work within the courthouse shall not be granted by-pass privileges, or access to the courthouse without screening, without a criminal background check and permission of the Court Administrator.  The Court Administrator shall monitor the list of independent contractors who enter the courthouse.

2. Other by-pass cards issued in the past to media, investigators, paralegals and other groups of personnel are eliminated.  These cards shall terminate by October 1, 2004.  Others provisions of this order, when a specific date is not indicated, shall be implemented as soon as reasonably practicable.

3. The Presiding Judge may designate additional individuals for security by-pass.

4. Only Judicial Officers and persons designated by the Presiding Judge or Court Administrator shall have after-business hours card access to the courthouse.

EFFECTIVE this 13th day of September, 2004.

____________________________








Colin F. Campbell








Presiding Judge

Original:
Clerk of the Superior Court

Copies:
Marcus Reinkensmeyer, Trial Courts Administrator



David Smith, County Administrator 



William J. Duffy, Security Director

Judicial Executive Committee Members

                     James Haas, Maricopa County Public Defender

                      Mark Kennedy, Office of Contract Counsel

                      Susan Sherwin, Office of the Legal Advocate

                      Robert Briney, Office of the Legal Defender

                      The Honorable Richard Romley, County Attorney



The Honorable Michael Jeanes, Clerk of the Court


Superior Court of Arizona

in Maricopa County

Trial Courts in Maricopa County

Community and Media Relations

Central Court Building

201 W. Jefferson

Phoenix, Arizona 85003-2205

602.506.7570

March 2, 2004

Contact:





 

J.W. Brown, Communications Director

602.506.7378  Pager: 602.450.8100

Karen Arra, Public Information Officer

602.506.7570   Pager 602.420,8951

COURT HALTS SECURITY BYPASS CARDS

Heightened concern over court security and the issuance of security bypass cards has prompted Presiding Judge Colin Campbell to halt any new cards for use at all Superior Court and Justice of the Peace Court locations.

Judge Campbell’s decision, detailed in an administrative order, calls for the re-evaluation of the entire Security Screening Bypass Policy.  Currently, judges, court employees, attorneys, law enforcement officers and media are among 5,330 individuals who have security bypass cards that allow them to enter court facilities without passing through metal detectors. Because they bypass security, their possessions are not x-rayed or otherwise examined. 

 “The safety of court customers, jurors, witnesses, litigants, visiting students, court employees and everyone who enters a court facility is the reason for the re-evaluation of the security by-pass policy,” Judge Campbell said. “Security and safety in our courts are of paramount concern.”

Last year over 46,000 weapons and potential weapons were detected during security screening at court entrances.  In all, security staff found 18,968 knives, 11 firearms and 23,448 potential weapons including martial arts devices, box cutters, bullets, mace, razor blades and tear gas.

-more-

“Our heightened concern over court security comes, in part, from our attendance of a Disaster Preparedness Seminar in Washington, D.C.,” said Trial Courts Administrator Marcus Reinkensmeyer. “There, we learned that other urban trial courts are implementing increasingly stringent security policies.

 “This means that some courts are now screening all court employees, attorneys and other government officials in an effort to prevent workplace violence and acts of terrorism,” Reinkensmeyer said. “Such a policy for our courts would require additional screening stations or a system of random screening for employees and government officials. We will conduct a cost analysis to determine how proposed security upgrades will impact our budget.”

Recent incidents of security breaches have punctuated the need for a review.  Security officers reported: a police officer with pending litigation, who was not on police business, who took a gun into a court building; a lawyer possessing a gun while heading to a court hearing; and a court visitor with a cane, discovered to be concealing a 20-inch sword inside. 

Other incidents that have generated increased court security concern include last week’s mail bomb at a City of Scottsdale office, and an earlier incident in which a white powder-anthrax scare at the Surprise Municipal Court closed that facility.  

Judge Campbell will work with judges, court officials, court committees and representatives of the state and county bar associations to analyze all new security policies before they are implemented.

“The security analysis will determine the extent to which the court must go to make our court facilities as safe as possible,” he said.

-#-

� McWhirter, Cameron and Steve Visser (March 12, 2005).  “Killer Eludes Cops: Judge, two others slain.”  The Atlanta Journal-Constitution (Georgia), p. A1.


� Jones, Radford W., et.al. (2000) Critical Incident Protocol – A Public and Private Partnership.  Washington, DC.  Office for State and Local Domestic Preparedness Support, Office of Justice Programs, US Department of Justice.


� JERITT is the national clearinghouse for information on continuing judicial branch education for judges and other judicial officers; administrators and managers; judicial branch educators; and other key court personnel employed in the local, state, and federal courts. JERITT is funded through a grant from the � HYPERLINK "http://www.statejustice.org" �State Justice Institute (SJI)�. It is cosponsored by the � HYPERLINK "http://nasje.unm.edu/" �National Association of State Judicial Educators (NASJE)� and the � HYPERLINK "http://www.cj.msu.edu" �School of Criminal Justice at Michigan State University� in East Lansing, Michigan. 


� The Urban Court Managers’ Network is sponsored by The Justice Management Institute and The National Association for Court Management.  This Network is funded by grants from The Bureau of Justice Assistance of the US Department of Justice.  It was formed in 1997 to help strengthen the ability of urban court leaders to work effectively—with each other, with key justice system policy makers, and with practitioners in their own jurisdictions—to improve justice operations.  A major objective is to provide a forum for court managers to discuss common issues and opportunities informally, candidly, and in-depth. 


� JMI conducted two workshops on this topic in Phoenix, AZ in May 2002 and in Stockton, CA in December 2002.


� Jones, Radford W., et.al. (2000) Critical Incident Protocol – A Public and Private Partnership.  Washington, DC.  Office for State and Local Domestic Preparedness Support, Office of Justice Programs, US Department of Justice.


� The steering committee members included William J. Duffy Team Leader - Superior Court of Arizona in Maricopa County; Patrick Squires, Team Leader - Ventura County, CA Superior Court; Nancy Yanez, Team Leader - 13th Judicial Circuit Court, Florida; Suzanne James, Team Leader – Prince George’s County Circuit Court, Maryland; Diane Carlson, Team Leader - Hennepin County (MN) District Court; Caroline Cooper, American University Representative; A. John Voelker, COSCA and CCJ Representative; Robert A. Zastany, NACM Representative; John Meeks, NASJE Representative; Marcus Reinkensmeyer, Faculty Member; Joseph W. Trindal, Faculty Member; Douglas K. Somerlot, Faculty/Facilitator, Project Director; Aimee Baehler, Facilitator, Assistant Project Director; Alan Carlson, Facilitator; Barry Mahoney, Facilitator; and David I. Tevelin, SJI Grant Monitor


� Before receiving the SJI grant to develop and conduct this workshop, JMI conducted a brief survey of the UCMN members to determine the development and implementation status of local security and disaster plans.  While the results are not statistically significant, the results were enlightening.  The survey results demonstrated that only a limited number of governmental and non-justice system agencies were involved in the planning process.  Not surprisingly, the most common partner was the law enforcement agency providing security for the court.  Most of the courts did not consult with the building services agency responsible for their own court facility.  None of the court collaborated with their local federal district court (to establish an alternative location to conduct court functions during a disaster) or the US Marshals Service district office.


� DISASTER RECOVERY PLANNING FOR COURTS:  A Guide to Business Continuity Planning,  NACM, (2000)


� The urban court managers on the videotape are:  (1) Collins Ijoma from Essex County, NJ who describes his experience with the September 11th terrorist attack; (2) William Etheridge from the New York City Criminal Court who experienced the September 11th terrorist attacks; (3) Ruben Carrerou from Dade County, FL who experienced a hurricane; (4) Robert Wessels from the County Criminal Courts at Law in Harris County, TX who experienced a flood; 


� The Ventura County Superior Court was facing major problems with the construction a new building.  The disaster plan will receive top priority once these issues are resolved.


� Non-members can purchase these guides for a nominal fee.  For these publications, go to N.A.C.M.’s website at http://www.nacmnet.org/.


� AJA received 162 responses that represented 37 states, Guam, and Puerto Rico, and an equal representation of general and limited jurisdictions.


� California’s Code of Civil Procedure 391.7(e) requires the California Judicial Council to maintain a list of vexatious litigants.


� Privacy concerns arise from the collection of information on people who may not yet have committed a criminal act, but present a credible threat that they will.  Therefore, access to the database would be restricted to court security personnel and law enforcement agencies responsible for court security and the physical safety of judges, court employees, and those who appear in courthouses.  
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